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Why do we need CAD for Hardware Security?

Special Session: CAD for Hardware Security -

Transitioning from Manual to (Semi/Fully) Automated

Companies have been actively working on building their
hardware security teams to incorporate security into
their Product Development Lifecycle (PLC), i.e. Security
Development Lifecycle (SDL)

— SDL ypically includes planning, design, development,
validation, manufacturing, testing, and support steps.

To minimize residual security risks before product
shipment, they use

— Systematic approaches by security architects, product
security experts (blue teams) to defend and

— Ad-hoc approaches by security researchers (red teams)
to attack their own products.

A new generation of security-aware EDA tools
incorporating novel scalable approaches and methods
are necessary to provide

— the level of security needed to be built into products

— therequired level of security assurance.
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Abstract—  Although hardware security has received
significant attention in the past decade or so, security design and
validation engineers and researchers in industry, academia, and
government have not still been equipped with a mature security-
aware toolset to analyze designs for various types of security
vulnerabilities at different levels of abstractions to detect and fix
the security issues or build security in designs efficiently and
easily. Despite such a demand, currently, there is not an ecosystem
of security-aware Electronic Design Automation (EDA) or
Computer-Aided Design (CAD) tools whereas the commercial
design for security and validation tools are still in their infancy.
However, there exist many research works that try to come up
with security analysis engines and provide solutions to address
different classes of security issues such as data leakage, access
control violation, side-channel leakage, hardware Trojans and

lici and vul bilities to physical attacks, fanlt-
injection aftacks, reverse engineering attacks, and chip
counterfeiting or overproduction attacks. This paper presents the
foundation established by several academic and industry
researchers who have been supporting the realization of an
ecosystem of security-aware CAD tools with their focus on
hardware security coverage and fault-injection assessment for
SoC designs, and security assurance standardization for electronic
design integration.

Keywords—CAD for Security, Hardware Securify Coverage,
Fault-Injection Attacks, Security Assurance, Electronic Design
Integration.
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incorporate security into their Product Development Lifecycle
(PLC) [3]. re. Security Development Lafecycle (SDL) [3].
which typically includes planning, design, development,
validation, manufacturing, testing, and support steps. To
minimize residual security risks before product shipment, this is
an attempt to address their product security requirements using
(a) systematic approaches by secumty architects, product
security experts (blue teams) to defend and (b) ad-hoc
approaches by secunty researchers (red teams) to attack their
own products.

While the above trend is promising for the stronger hardware
security posture of products around us in the market, SDL
processes still lack the ideally required scalable. systematic,
comprehensive security analysis engines as well as security
modeling standards for creating and managing portable security-
related design collaterals. Such collaterals generally include
security claims of designs. security integration guidelines, and
ideally threat models (security objectives, adversary profiles,
vulnerabilities, etc.). A new generation of security-aware EDA
tools incorporating novel scalable approaches and methods are
necessary to provide the level of secunty needed to be built into
products as well as the required level of security assurance. The
tools should take advantage of the speed and accuracy possible
by automation and modern computation power while having the
minimum impact on time-to-market, cost, and efficiency of
products.
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History of CAD for Hardware Security

= 2015: Few like-minded security experts from industry and academia decided to plan how to close this
gap by

— creating a movement to realize an ecosystem of security-aware CAD tools for Design for Security & Security
Validation/Assurance.

— trying to bring CAD for Security to the prioritized set of national and commercial research investments.
= 2015-2022: Brought Security and CAD for Security to the attention of the HW security community and
EDA community from academia, industry, and government by
— creating panels and tutorial sessions in DAC, IVSW, MTV, HOST, VTS and GLSVLSI.

= 2017: Utilized Trust-Hub, sponsored by NSF, as the venue to bring CAD for Security solutions,

— First built around Taxonomy of Physical Attacks to create plugins capable of vulnerability analysis for each type of
attack.

— The solutions (from academia and industry) intended to promote collaboration and information sharing among
researchers and attract government and industry (especially semiconductor and EDA companies) to invest in them.

— It had a catalog of more than 100 solutions to various aspects of design for security and security verification from our
many partners from academia and industry to realize building blocks of our planned “General Security Design,
Analysis, and Validation Framework”.
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History of CAD for Hardware Security

= 2019: Noticed wide-spread acceptance of our vision by Semiconductor Industry, EDA Industry, and
Accademia

— Several major and small EDA companies have been getting involved in creating an ecosystem of security-aware tools,

— Numerous academic security researchers (UoF, UCSD, UT-Austin, UT-Dallas, GaTech, ...) have been joining us or have
started parallel efforts like CAD for Assurance.

— Semiconductor industry (Intel, AMD, IBM, TI, NXP, Analog Devices, ... ), EDA industry (Synopsys, Siemens EDA
Business, Cadence, ANSYS, Tortuga Logic, ... ) and government (DARPA, AFRL, Navy, NSF, ...) are willing to support us
in this mission by funding research and development projects directly or indirectly (e.g. Semiconductor Research
Corporation) to create more specialized security analysis engines and/or to commercialize some of the solutions.

= 2022: Created Security Annotation for Electronic Design Integration Standard (SA-EDI)
— to improve trustworthiness of IPs and IP providers,
— to assist IP integrators in understanding and reducing security risk, and
— to accelerate tool development to enable scalable security assurance.
Several EDA companies have already supported it in their design security and validation tools

= 2023-2025: Observing maturity and wide-spread availability and usage of CAD Security tools
— Be eyewitness of maturity of General Security Design, Analysis, and Validation Framework.
— Mature SA-EDI to become an IEEE standard (PAR P3164).
— Observe widespread usage of Semiconductor companies and design houses use EDA tools supporting SA-EDI.
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Past Present Future

SECURITY-AWARE TOOLSETS . "g" ¢

« Design for Security (DFS)+Vulnerability Analysis for Integrity and Confidentiality

« Security-Aware Design, Analysis, and Validation Tools for Behavioral,
Architectural, Register Transfer, Gate, Transistor Level Modeling; Behavioral and
Physical Synthesis; Layout (Placement, Routing, Clock Tree Synthesis, etc.)

» Security-Aware Design for X (DFX); X={Test, Debug, Validation, Manufacturing)
* Formal Security Validation Engines with improved scalability

* Security Validation Plugins/Extensions for Simulation/Emulation Tools

« Security Properties, Tests and Testbench Generation

« Side Channel Observation/Physical Attack Analysis (e.g. Fault Injection
Simulation)

« Hardware Trojan Detection and Prevention
© Intel Corporation 2022 Lntﬂ . 5



Introducing SA-EDI Standard

IEEE format

» |EEE standard is the end goal

Draft complete (45pp)

1 P9999™/D0.01
» Draft Standard for Security Annotation

= July 2021, 21 authors, 11 companies s for Electronic Design Integration

Accellera Public Release

= Available online through Accellera: Developed by the

Computer
of the
IEEE Computer Society
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EDA’'s Companies’ PoC/Demo @ DAC'21 1l TR i
}3 IEEE SA Standards Board
1; Copyright © 2020 by The Institute of Electrical and Electronics Engineers, Inc.
1

Three Park Avenue
17 New York, New York 100165997, USA

18 All rights reserved.

19 This document is an unapproved draft of a proposed IEEE Standard. As such, this document is subject to
20 change USE AT YOUR OWN RISK! IEEE copyright statements SHALL NOT BE REMOVED from draft

= Tortuga Logic™

= Methodics ™

P . - o b - 21 or approved [EEE standards, ormod.l.ﬁedmammx Bmethxsmanunapmm‘edd:aﬂ,thlsﬁocmt
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In-Person Presenters:
= ;. . SR P - 24 that Working Group for purposes of intemational dards IEEE d
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. 26 iderati (slds ipr@ieee.org). Prior to adoption of this document, in
s = _ : Jason Fung - Intel Corporailon. 2 “Mmmpm' by 2ot s st st be fom
Identifying Security Weaknesses in Electronic DesSigns o Haiman - Onespn Soltions 28 e IEE: Samirs Depaent (s nseer Whes e THEE S
Vishal Moondhra - perforce %g Department will require a copy of the standard dzwlopmem orgamzation’s document highlighting the use
= = of IEEE content. Other entities seeking this d n whole or in part, must
_u5|ng a Stﬂndﬂrd'ZEd Met_hﬂdo‘ogy Anders Nordstrom - Tortugalogic 31 n!wobtampmssaunﬁ'omthelEEESrandardsD!pmmt
Jeremy Bellay - Battelle g% [EEE Standards Department
; 445 Hoes Lane
Jason QOberg - Tortugalogic 34 Piscataway, NJ 08854, USA
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SA-EDI Standard

Objectives:

* Improve trustworthiness of IPs and IP providers

= Assist IP integrators in understanding and reducing security risk

= Accelerate tool development to enable scalable security assurance
Properties:

= Uses JSON data modeling
— Required fields help consistency

— Expansion supported for proprietary information

* Binds the data objects to the RTL

— Automatable and verifiable
» OQutside the design so can be applied to existing IP

= Low overhead

—  Only 4 data object types




Today’s IP Design Flow

Security annotations are not part of the IP bundle to be used/verified by integrators ®
Security
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Future's IP Flow w/ SA-EDI Data Objects

Security annotations are added to the IP bundle to be used/verified by integrators ©
APSO: Attack Point Security Objective

SA-EDI Objects 7 V
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SA-EDI Demo 1 (Methodics™)
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SA-EDI IP Integrator Flow

SA-EDI IP Provider Flow
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SA-EDI Demo 2 (Tortuga Logic™)

IP Design Flow with SA-EDI W@WEE'@#Z‘LIZ IP Integrator Flow with SA-EDI (JE= (]~ [EE
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